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Executive summary

This deliverable provides an overview of the GuardAl website which is designed to
share essential information about the project, its goals, use cases, Consortium
members, and ongoing developments, while also engaging stakeholders and
supporting efficient dissemination of results and updates.

The website features the following sections:

About — Detailing the project’s goals, objectives, concept, work packages, and
anticipated outcomes,

Use Cases — Where comprehensive descriptions of the three use cases are
given, highlighting their scenarios, attack surfaces, and innovative approaches.
Consortium — Introducing project members, including their logos and concise
descriptions,

Publications — The publications of project results in peer-reviewed
conferences and journals

News — Updates on project activities and events.

Communication — Includes material such as press releases, blog articles, as
well as project’s brochure, posters or videos.

Synergies — Specific synergies with other EU projects, stakeholders and Key
European Initiatives on Al.

Contact — An interactive contact form and direct communication details for
project coordinators.

The website is implemented using a visually appealing design with user-friendly
navigation, social media integration and data privacy protection measures according
to GDPR. It enhances accessibility and engagement through its simple design,
inclusion of Consortium member logos and multimedia links.

This report includes screenshots, descriptions of the website’s sections and a
description of its functionality.
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1. Introduction

The project website serves as the main communication hub presenting the project’s
objectives and progress and facilitating communication with the project Consortium.
This deliverable provides an overview of the website’s structure, content, and
functionality, with accompanying screenshots illustrating its key features.

1.1. Website Structure and Content

1.1.1. Home

The homepage (htips://www.kios.ucy.ac.cy/qguardai/) provides a concise introduction
to the project, including:

. A brief overview of the project’s mission and goals (Figure 1),

. Summaries of the three use cases being developed during the project
(Figure 2),

° Visual representation of all Consortium members (Figure 3), and

. Footer which includes links to all major website sections, social media

links (X, YouTube, LinkedIn) and direct link to the privacy policy (Figure 4).

@Guard/_\i ABOUT USECASES ~ CONSORTIUM  PUBLICATIONS ~ NEWS ~ COMMUNICATION  SYNFRGIES ~ CONTACT

Developing the next
generation of

tailored for edge
applications

e and trustworthy Al in high-stakes

Figure 1: GuardAl’s statement

Robust Surveillance for Public Safety

Securing the Edge with Resilient Al

Secure 56 Network Edge Infrastructure
More about the Project ((( I )))

Figure 2: Brief description of Use Cases
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GuardAl Consortium

K@10G & o= Wiesitat  cnit #4SPACE

ATHENA 150000
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/

xusAlags D EenTeELS s ff%rk
Figure 3: Consortium member logos

Useful Links

About
Enhancing Robustness And Security Use Cases
Of Edge Al Systems For Safety-

Critical Applications

00

Figure 4: Website footer

1.1.2. About
This section elaborates on the foundational aspects of the project consisting of:

e The challenges that will be addressed (Figure 5),
e The overarching aim of the project and specific objectives (Figure 6),

e Explanation of the innovative ideas driving the project and the approach to be
followed (Figure 7),

o Descriptions of the work packages, their scope and leader (Figure 8), and
¢ Highlighted achievements anticipated at the end of the project (Figure 9).

@Guard/-\l ABOUT  USECASES CONSORTIM  PUBLCATIONS NEWS ~ COMMUNICATION  SYNERGIES  CONTACT

Concept

and the processing of sensitive dta, rendering them susceptible to various security threats and adversarial attacks.

T T
-
Cyber-physical Private and Model diversity and

Systems Sensitive Data performance Trade-offs

E Limited Computational Mobile deployment and E }
s = Resources GuardAl Resiliency limited energy

= Defence
Resiliency through context pyocpoio oo Al Defense
ialattacks YN,
-
Y r— | m—

Figure 5: Challenges that GuardAl addresses
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Goal

genenation of resiient Al for edge applications. In pursuit of this goal, GuardAl will engage in extensive research
activities with the following sims to:
1. Develop innovative solutions to ensure the integrity, security, and resilience of d the safe adoption of Aldriven
technologies
2. Integrate context indicators and holistic Al algorithe to adapt in dynamic
environments.
3. Colk 3 . and y for hat promote the

Y
adoption of secure Al technology across various domains.

¥ developing edge, secure, and robust, solutions tailored to the specifi f edge Al and
systems.

Objectives

1. Identify characteristics for Al at the edge to inform the security-by-design concept

2. impr f Al algorithms ng t inst

3. Enhance resillency of Al at the edge by leveraging auxiliary contextual information

4. Establish a path toward; pcompliant adge Al slgorithms

5. Ral and share ige resiient Al

Figure 6: GuardAl’'s goal and objectives

Approach
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Al Defense Recomender Rowionr|  ShetSSutaed b \ A Gaps /
\ L45068) DN ) )
Guadal ke actilies ai oyt
aigorithens,
} Jocation, mapping, multsensory
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Y Furthermore, the
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Figure 7: GuardAl's approach
@GUO rdAl ABOUT ~ USECASES CONSORTUM  PUBUCATIONS ~NEWS ~ COMMUNICATION  SYNERGIES ~ CONTACT
Explore GuardAl's six work packages (WPs)
" WP Name WP Description e
Number Leader
wePl Use Cases Requirements and Provide the basis for requirement analysis and design of the Use Cases 10 ensure that the solutions address ATHENA
System Architecture the its Derive nd for the GuardAl
solutions to enhance their abilty 1o withstand potential theats and vulnerabities
wP2 Comprenensive Toolkit for y - Develop algorithms and ies for enhancing Al UCYKIOS
Robust Edge Al systems’ robustness against adversarlal attacks. Create context-aware Al models that can respond CoE
i di situations. Devel i 10 y
pattems or outlers
WwP3 Enhanced Protection and Perform a comprehensive evaluation of potential attack vectors and conduct a detailed analysis of existing  CERTH
o 0 Al securit. Develop a defence system that s not onlyrisk also
for Secure Edge Al capable of oy Implement P foe models and
data, addressing key components of security-by-design principles.
we4 Use Cases Implementation, Establish a robust set of evalu Integrate the igorithr CERTH
Evaluation licat A i) f that are driven
by benchmarking. Showcase the algorithms’ capabilities and evaluate their key outcomes.
3 Impact Maximization: Design and Implement Europe: gl ol EIGHT
Dissemination, Exploftation,  outputs and tools impact , acceptance, f BELLSLTD
and Certification Roadmap GuardAl's research and { Take s f
WPE Project ind Coordinat and scientific work of the GuardAl project, including communication  UCY-KIOS
Management d the Europe: CoE

Figure 8: GuardAl’'s work packages

2 Enhancing Robustness and Security of Edge Al
D)Q' GuardAl Systems for Safety-Critical Applications



D5.1: Project Website

GuqrdAi ABOUT USECASES ~ CONSORTIUM  PUBLCATIONS ~ NEWS ~ COMMUNICATION  SYNERGIES ~ CONTACT

Impact
GuardAl's Strategic Vision

« Scientific: knowledge advancement In Al resilience, fostering human capital development in R&I of researchers, innovators, and professionals.
+ Technological: innovations in adversariell resiient Al algorithms for robust edge Al systems.

« Socletal: promotion of digtal literacy and knowledge on Al, also creating jobs through increased demand for skilled professionals, and Improving social acceptance
and trust in Al systems.

« Economic: secure for sustainable to support Al-based innovation, to attract more investments.

1018 in y and to Integrate Al

Figure 9: GuardAl's strategic vision for impact

This information is divided into three subpages, i.e.,

¢ Concept: https://www.kios.ucy.ac.cy/guardai/concept/
o Work Packages: htips://www.kios.ucy.ac.cy/quardai/work-packages/
¢ Impact: htips://www.kios.ucy.ac.cy/quardai/impact/

which are accessible by hovering over “About” tab (Figure 10).

ABOUT USE CASES

Concept

Work Packages

Impact

Figure 10: Subpages to better illustrate key information about the project

1.1.3. Use Cases

This page (https://www.kios.ucy.ac.cy/quardai/use-cases/) elaborates on the three use
cases (Figure 11 — Figure 14) by providing additional and structured details including:

e Ahigh-level description,

e The identification of potential vulnerabilities and scenarios addressed within the
project, and

e The specific advancements and contributions each use case aims to achieve.

Guard,_\i ABOUT USECASES ~ CONSORTIUM  PUBLICATIONS ~ NEWS ~ COMMUNICATION  SYNERGIES ~ CONTACT

Use Cases

GuardAl's Use Cases (UC) focus on high-risk application use-cases of edge Al Systems that take decisions and inform/take actions used in

‘The developed algorithms will be optimized and applied to each Use Case, taking into consideration their appropriateness and relevance, to provide increased capabilities.

Ui -/ Comptational Capabilities Higher

e m-w e &

Figure 11: GuardAl's focus areas for the use cases
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UC1 - Robust Surveillance and Monitoring with Al-Enabled Drones

Summary:

ipped with R . LIDAR, GPS, for
g of public spaces, such as ity % hubs, and eritical

infrastructure
Scenarios/attack surfaces:
8) Tangible physical sdversarial artifacts, such as affixing adhesive labels

b) Digital ttacks aimi e pixel values and
‘adding perturbations

Innovation:

from AR,

b) Multi- usion from CEE for resiliency

) Multi-agent module of CEE 1o gather predictions from multiple drones

Figure 12: GuardAl's Use Case 1

UC2 - Protecting decentralized 5G network analytics

Summary:

\dversarial attacks on Al-enabled - 56 Network Data
Analytics Functi analyti detection; QoS

optimization; load balancing and resource planning.
Scenarios/attack surfaces:

d | attacks on 5 attacks, model

Inversion, trojan, GAN-generated waveform jamming, etc)

b) Albased automated vulnerability assessment and ML-powered penetration

)

d) Stationary and moblle 5 testbeds will be employed

Innovation:
g N -
; L E ) & a) RL (deep Q learning), GANs and Transformers to generate adversarial attacks.
i > A
b) RL models for attack detection
| | I z ) Al models for data denolsing

Figure 13: GuardAl's Use Case 2

UC3 - Resilient Perception in C ted A Vehicl

z.' ) Summary:
=

Multi-modal and multi-agent co-operative awareness, to eliminate individual sensor
deficiencies (adverse conditions, paor lighting acelusions, etc.), and protect system
against cyber-attacks.

Scenarios/attack surfaces:

a) Test ituational I sensory inputs.

b) Enhance safety for aut driving by util L

) 4D awareness for improved security in real and simulated digital twin environments
d) Adversarial attacks to the perception ML models (e.g, LIDAR jamming)

Innovation:

3) Multi-agent and multi-modal capabilltes of CEE

b) Swarm Learning (SL) as a decentralized FL framework

) Homomorphic encryption, ensuring data soverelgnty, securiy, and confidentiality

) ing for f tion algorithms.

Figure 14: GuardAl's Use Case 3

1.1.4. Consortium

This page (htips://www.kios.ucy.ac.cy/quardai/consortium/) introduces GuardAl's
Consortium members by providing high-resolution logos for easy recognition of each
Consortium member, along with brief information about the expertise and role of each
partner in the project.
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@ GucrdAl ABOUT USE CASES CONSORTIUM PUBLICATIONS NEWS ‘COMMUNICATION
Consortium
- -
f
A 4
~/
Pt s v Gt f st
& O T =
Nxm University
of Cyprus
y {UCY) is the oldest yprus, In this a of
e i yorus. 2008, d
of 2017. 1t o Cypru d control,
security of critical The goal of the Center is :h and ir
knowledge and tools that can be applied 10 solve reakife problems.
For GuardAl KIOS CoE will develop algorithms for enhancing the robustness of nd will also lead
-
Mtps://wwn kios.ucy.ac.cy/
ATHENA 070msss,
Information Technologies
in Patras, Greece, in 1998. It i & i
plocatory Informatior (ICT) for the Greek. Industry. 181 has been part
e \ and Knowledge ATHENA', since 2003. ATHENA is involved in the GuardAl project through ISI's Autonomous
e group. Founded in 2019, members, and b machine
leaning, I related d ¥ ysical syste h Over the past five
‘years, the group has coded or contributed to over i ith Ps rope, and
100 papers in d lead: ference
ATHENA of the project for efficient,
robust, and resdient
https://www isi gr
The Centre for Research and Technology-Hellas y d f the largest in 2000. It is a legal
Y 9oy )y pr I it status, supervised by for f the Greek Ministry of and
Investments, it he triplet Research - - conducting high quality pr and
i ng i ry and academia and other nology ions in Greece and
abroad. CERTH consists of five (5) Institutes ind is governed by f Directors. the Information

&Energy
Institute of Blo-Economy and Agri-Technology (1B0).

). the Hellenic Institute of Transport (HIT), the Institute of Applied Blosclences (INAB), and the

The Information Technologies Institute (ITI) is one of the leading Institutions of Greece in the fields of Informatics, Telematics and Telecommunications, with long

buildi health,

B Itis activein a large of applicati ctors (&

manufacturing, robotics, (cyber)security, ransport, smart cities, space, agri-food, marine and blue growth, water, etc.) and technology areas such as data and visual

analytics, data mining, 5G/6G, SDN, machi  virtual and

computer

Interaction, loT
interoperabilit, system integration, mobie and web applicati

navigation

smart grid

distributed ledger

(blockehain), (semantic)
d solutions and Soci ysi

Within the scope of the GuardAl project, CERTH-TI y

implementation, evaluation, and demonstration.

hitps://www. It gr/it/en/home/

Al and use case

iversitat
ien

‘The University of Vienna, founded in 1365, is i i d

of Furope's largest i of higher

education. In October 2017, inLaw
ehallenges pose by rapid technological advancements.

between

y's Lawi da legal

law, intellectual

focusing on critical h

property law, privacy and data protectin, copyright, e commerce, European

and Legal

Committed to spproach, the Department

to dellver comprehensive solutions to the legal, ethical, and societal questions stemming from technological progress.

‘The Department of Innavation and Digitalization in Law ensures that GuardAl Consortium adh

perticularly In heafthcare nd law enforcement,

regulat Juding the

Eurapean Charter of

tolegal, ethical, and

Rights. UNIVIE 2l in

Implementing Guardl solutions.

https://idunivie.ac.atfen/

I regulatory challenges for

SYNERGIES

CONTACT

2)GuardAi
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CNIT (National, y L

cnilt ==

WwweniLt) is 8 2 lished in 1995, bringing togethes 42 public Italian
rform research, innovati the Information Technology. CNIT operates 50 Research
Units, one for . plus eight other unit of aly
that reached CNIT boratorie & (e ), &
Survelllance in (located in ble
(located in Genoval; Wirele: (located i Assessment Context -
(located More than 1, belonging to the member universities,

. together 115CNIT CNIT participated in hundreds of research projects, including EU coordinated projects, ERC
grants and the CNIT has obtained 61 projects 15 of them, the
oNIT 4 of them. CNIT hs " 7 i
cNT the appli tevel privacy, security,

‘context like drone imagery processing. Based on a resilience analysis and deficiencies identified of Al systems for object recognition, CNIT will design new “security”

a the Al level. CNIT

f the enh

https://www.enit it/

SPACE HELLAS S A is a dyn:

#SPACE

Integrator and Val Solution and Service Provider, based in Athens (Greece). The company - certified
according to 1O formatio ystem - mainly surveillance
y nd services, ices at national level, IT Applications and Services. SPACE Hellas S.A R&D Department has
of and integration i ), ESA and
s wellas for od
prise, t
In GuardAl, SPACE Hellas SA. is Network Analyti techniques
hitps://www.space.gr/en
-
=XUS Al LABS
EXUS Al Labs, of EXUS,is Al solutions tht allow us 10 leverage the untapped potential of big
data analytics across multiple verticals, For more than 35 years, EXUS h ctivties,fr the
toki a highly pe Currently, EXUS Al L undes EU
Research ogr , such Our department Al solutions for le
R ofects in various sectors such (Physical and Digital), Health, Def
data analytics, ineering, complex
X of the Al tool aiming to fortify edge Al syst i
enhancing their reliability and integity.
www exusailabs.eu
DeicHteeiLs
Eight Bells stand: Cyprus and in Athens, in
Technology. per including 5G/6G Cybersecurty, and Artificial
Intelligence. At the core of our merging i 1nd builds
igh y solutions.
expents and practical spplications
Wihethes g Eight Bell o
its clients.
we sctively participste Horizon, EDIDP/EDF, ESA, and
Eight Bells acts as the Work. for Exploitation I nd
loping L Addiionally 15,
including alysi  the overall architect
hitps://www Sbellsresearch.com/
N
2
@
3
for s the National
for CENELEC
activities. It Cypriot businesses,
nd
annexes of nd faciltating
standards related to Al providing linking the project
of standards for y y providing i

hitps/www.cys.org.cy/en/
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IVERSITY

The University of York (htips://wew:york.ac.uk) is one of the UK's leading researchvled Universities and a member of the prestigious Russell Group, which is made up of
the top 24 research ded the UK. T) about 30 Departments ar centres, most of which were rated intemationaly leading in the last Research

Assessmen 't Exercise (RAE), and it is consistently rated at the top of teaching leagues. York is the UK's leading academic centre of expertise in mid-technical readiness
for sof bath throug| o projects and andtraining. The Automated Software Enginesring

research group within the Department of Computer Science of the University of Yrk is at the forefront of pported methods for g of
dependable and trustworthy Akenabled cyber-physical systems

YORK, building on its expertise in testing ion of A1, will develop Igorithms for Al models, enabling anomaly deteetion end

identifieation of adversarial inputs

tpe:sfwww.york.ac.uk/computer-science/

Figure 15: Consortium members’ logos and description

1.1.5. News

This section (hitps://www.kios.ucy.ac.cy/quardai/news/) will feature announcements
related to the project as it progresses, such as updates on plenary meetings and the
achievement of major milestones (Figure 16).

GuclrdAi ABOUT USECASES  CONSORTIUM  PUBLICATIONS ~ NEWS ~ COMMUNICATION  SYNERGIES  CONTACT

News

10-11 October | Kick-off Meeting

The GuardAl kick-off meeting took place on 10-11 of October at the
University of Cyprus.

The 10 partners from across Europe met to initiate the ambitious goal of
= developing cutting-edge, secure, and robust, solutions tailored to the

| specific needs of edge Al safequarding critical infrastructure and systems.

The partners will tackle challenging emerging issues of adversarial
robustness and context awareness in modern Al systems and high-stakes
domains such as drones connected and autonomous vehicles and 56

infrastructure.

https://cordis.europa.eu/project/id/101168067

Figure 16: News page

1.1.6. Publications

This page (https://www.kios.ucy.ac.cy/quardai/publications/) will host all project-related
publications, including links to open access peer-reviewed journal articles and
conference proceedings, as well as deliverables (as appropriate) and public reports
(Figure 17).

@GuordAi ABOUT USECASES ~ CONSORTIUM  PUBLICATIONS ~ NEWS ~ COMMUNICATION  SYNERGIES — CONTACT

Publications

Stay tuned for publications as the project p

Other Publications

Figure 17: Publications page

1.1.7. Communication

This page (https://www.kios.ucy.ac.cy/quardai/communication/) will include press
releases, blog articles, and communication material such as the project’s brochure,
posters or videos to maximize the reach of project activities and therefore its impact
(Figure 18).
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@Guardﬁ\i ABOUT USECASES  CONSORTIUM  PUBLICATIONS ~ NEWS  COMMUNICATION — SYNERGIES — CONTACT

Communication

Stay tuned for communication material as the project progresses!

Figure 18: Communications page

1.1.8. Synergies

This page (https://www.kios.ucy.ac.cy/quardai/synergies/) will report specific synergies
with other EU projects and Key European Initiatives on Al as the project progresses
(Figure 19).

@Guqrd/.\i ABOUT USECASES ~ CONSORTIUM  FUBLICATIONS — NEWS — COMMUNICATION — SYNERGES — CONTACT

Synergies

Stay tuned for synergies with other EU projects and Key European Initiatives on Al as the project progresses!

Figure 19: Synergies page

1.1.9. Contact

A dedicated page (https://www.kios.ucy.ac.cy/quardai/contact/) has been created for
communication where Users can reach the project coordinators by submitting their
name, email, and message. A checkbox option ensures that the Users have been
informed on the privacy policy prior to submitting their message. Furthermore, direct
email and phone contact details of project coordinators are available (Figure 20).

@Guardl,\[ ABOUT USECASES ~ CONSORTIUM  PUBLCATIONS ~ NEWS ~ COMMUNICATION — SYNERGIES — CONTACT

Contact

Your name

Your email

Your institution/organizatien (optional)
Subject

Your message (optional)

I'have read and agree with the Privacy Policy.

Project Coordinators

Assaciate Professor Theocharis Theocharides (ttheocharides[at]ucy.ac.cy)

Research Lecturer Dr. Christos Kyrkou (kyrkou.christos|at]ucy.ac.cy)

Address Phone/Fax Numbers Email

1 Panepistimiou Avenue, +357 22 893450 kios[at]ucy.ac.cy
2109 Aglantzia,

Nicosia, Cyprus +357 22 89345)

Figure 20: Contact page
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1.2. Functionality

The project website is developed to provide a user-friendly interface that is also
appealing to the visitors. It has a clear navigation panel to allow the user to easily
navigate the website and its major sections. These are also easily accessible from the
main menu bar (Figure 21) as well as the quick links provided at the bottom of each
page (Figure 4).

2 i c J ) s ¢ m o T
[@Guqrd].“ ABOUT USECASES ~ CONSORTIUM  PUBLICATIONS ~ NEWS ~ COMMUNICATION  SYNERGIES — CONTACT

Figure 21: Main menu bar available at all pages

Social media platforms including X (https://x.com/GuardAl EU), YouTube
(https://www.youtube.com/@GuardAl-EU), and LinkedIn
(https://www.linkedin.com/company/quardai-eu-project) have been created and
incorporated on the website (Figure 22) to increase communication channels and
therefore interaction with the broader audience and key stakeholders.

Enhancing Robustness And Security
Of Edge Al Systems For Safety-
Critical Applications

QOO0

Figure 22: Links to social media platforms

The pages “News” and “Publications” are used to communicate the developments of
the project as well as disseminate the relevant publications, respectively.
Consequently, the content on these pages will be informed regularly to make sure that
it is always up to date and relevant to project activities.

The interactive contact form helps in establishing a good means of communication with
the project coordinators, providing an additional layer of user engagement. The design
of the website makes it suitable for use on different devices (including desktops, tablets
and mobile phones).

In the future, the website’s main menu bar will provide access to the Knowledge Hub
portal (K4Al), which will include materials related to secure and resilient Al that will be
developed during the project.

The website will be continuously updated, and the present deliverable reflects the
website at the time of submission.

1.3. Data Protection Policy

To build user trust and ensure transparency in the handling of data, the site complies
with GDPR requirements, with the adopted data protection policy (Figure 23), being
clearly stated in the site, and accessible to the user via a dedicated links at the footer
of each page and the “Contact” page (Figure 4 and Figure 20).
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GuardAl Privacy Policy of www.kios.ucy.ac.cy/guardai
(hereinafter: “Policy")
Last updated: December 17, 2024

UNIVERSITY OF L 3 office at 2109 AGLANTZIA, NICOSIA 1678, Cyprus, is the Data Controller
(hereinafter: “us”, “we”, "our”) operating the webisite www kios.ucy.ac.cy/guardai (hereinafier. “Website”).

This Policy is a legal statement that specifies what how and for which purpases we process Perscnal Data (as defined below) collected from indviduals using this Website
(hereinatter; you”, “your’). I this Policy we provide Who we re, he nature, 5 yaur

By using the Website (including filing out and submitting the "Centaet us” form), o, pr
in accordance with this Palicy.

1. Personal Data Collected, Purpose, Legal Basis and Retention Period
s defined as any indirectly,or ather informatian — including & personal identification number — allows for the
identification or identifiability of a natural person.

The following table autlines the types of that llected, fing processing activities, purposes, legal bases, and retention pedods
Processing Activity Personal Data Category Purpose Legal basis Retention period
Functioning and security of  IP Address Monitor for tivity and Legtimate i One manth as of the date of
the Website FEPOM when HeGessary 6(1){) GOPR collection
Contact form Name, email, name of the Communication with you Legitimate Imerest Article  Unitil project end (October 2027,
organization 6(1)(f) GOPR unless extended)
twanyp af this Policy, rights as autined in Section 4 below), Personal Data may be further retained and
to comply with applicabl regulations

2. Personal Data Sharing
Vée will not share any Personal Data with any third party.

3. Security of the Personal Data

We securely store your Personal Data at the servers located at our premises. We take y © access, disclosure,
modification, o unauthorized destruction of the Personal Data. The Personal Data processing is carried out using computers and/or IT enabled tools, following
organizational procedures and modes strictly related to the purposes indicated in Section 1 sbove.

Organisational measures

* Quality: We exercise due diligence to correct or delete inaccurate, incomplete, irelevant, of prohil Data, and al50 to keep y
. We ensure that only &nd specially to that you have pr In addition to
us, our

including IT system f this Website
‘expertise 10 respond 10 your inquiries, may h Data. Such necessary and is subject to confidentiality obligations and
compliance with applicable data protection regulations.

« Security: For the security of your Personal Data, we have put in place appropriate technical and inst the accidental or
destruction, loss, access, y

g of the inf L the Website

4. Your rights

y garding their Personal us.

In particular, you have the right to do the following

« Righ You have the right atany givenyo your Personal Data
« Right to object: You have the right to abject of your if Is carried out on a legal basis other than consent.
+ Right to access: You have the right to leam i your Personal Data s being . aspects of d obt

copy of the Personal Data undergoing processing.

« Right to rectification: You have the right to verlfy the accuracy of your Personal Data and ask for It to be updated or comrected.

. g ight, under to restrict your Personal Data. In this case, we will not process
your Personal Data for any purpose other than storing it

. You ight, under o obtain remave) your Personal Data from us.
« Lodge acomplaint: You ight to bring a data protection authority at the: Office of the Commissioner for Personal Data Protection °
in Cyprus:
‘Address: lasonos 1, 1082 Nicosia Cyprus or P.0. Box 23378, 1682 Nicosia Cyprus.
Telephone: +357 22818456
Fax: +357 22304565
Emall: commissionerfat|dataprotection gov.cy

5. How to exercise these rights
‘Any requests to exercise your rights can be directed to us by mail or email through the following contact details:

Address: 1 Paneplistimiou Avenue, 2109 Aglantzia, Nicosia
Email: kioslatlucy.ac.cy

Email: dpofatiucy.ac.cy

‘These requests will be processed free of charge and addressed within thirty (30) calendar days from the date of receipt

6 2 y and sites
This Policy hs including Articles 13 3nd 14 of Regulation (EU) 2016/679 (General Data Protection Regulation)
and s Website, unl docu .
Policy Updates

5 g icy at any time by you on this page and possibly within the Website and/or — as far as technically and
legally feasible - sending a notice 1o you via any contact i tis strongly k this page often, refexring 1o the date of the last

modification listed at the top of this Policy.

Links to Other Sites.
Our y link party are not operated by us. I you click on a third-party link, you will be directed to that party’s site. We strongly

g privacy policy of every site y ) over, for, the content, policies, or
practices of any third-party websites or services.

7. Contact Us
1f you have any questions about this Policy or identify any you and/or any of the provided o us, p
us:

Address: 1 Panepistimiou Avenue, 2109 Aglantzia, Nicosia

Phone number. +357 22 893 450

Fax number. +357 22 893 455 °
Email: kios[atlucy.ac.cy

Figure 23: Privacy policy of the project’s website
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