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Abstract—The integration of modern renewable energy sources
is enabled by the Grid Side Converter (GSC) based on power elec-
tronic technology. The operation of the GSC is properly regulated
by the GSC controller according to sensor measurements (i.e., of
the grid voltage, of the line currents, and of the voltage at the
DC-link). However, in case of current sensor faults, the operation
of the GSC and of the entire renewable system can be critically
affected and catastrophic failures may occur if the sensor fault is
not accommodated on time. This paper proposes a model-based
Fault Detection, Isolation and Accommodation (FDIA) scheme,
which enables the GSC to overcome faults that may occur
on the associated current sensors. The sensor fault detection
and isolation scheme has been designed based on analytical
redundancy relations, while the accommodation of the faults is
based on an adaptive estimation scheme. The proposed FDIA
scheme has been applied on a modern GSC and the effectiveness
of the scheme has been tested under several multiple current
sensor faults and under several grid conditions. Furthermore,
the FDIA scheme enables the GSC to operate properly (without
causing failures or damages to its components) under current
sensor faults and thus, the reliability of the GSC is enhanced.

Index Terms—Fault accommodation, fault detection, fault
isolation, grid side converter, sensor faults.

I. INTRODUCTION

HE key technology for interconnecting Renewable En-

ergy Sources (RES) is the power electronics based Grid
Side Converter (GSC) [1]]. The high penetration of RES [2]
can downgrade the power quality and stability of the power
system, as demonstrated in [3|—[6]. Thus, the recently issued
international standards and local grid regulations [4], [6] re-
quire that the modern RES should ensure a proper operation of
the power system under any condition. Accordingly, advanced
GSC controllers are responsible for enabling a high quality
current injection under any harmonic distorted condition and
for providing an appropriate support to the electrical network
under grid faults (i.e., short-circuit events in the power grid).
One of the most essential parts of the a three phase GSC
is the associate controller (see Fig. [I). The GSC controller
operates based on: (i) three voltage sensors for measuring
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the grid voltage and three current sensors for measuring the
injected currents, (ii) an advanced synchronization method,
(iii) an active and reactive power controller (PQ controller),
and (iv) a robust current controller against harmonics as shown
in [7]]. Since the operation of the GSC controller relies on the
sensor measurements, it is unavoidable that the GSC response
can be affected by sensor failures. Thus, a sensor fault can
lead to a catastrophic failure of the GSC and consequently
the overall RES will be affected. Such failures cause high
maintenance costs for replacing the affected components or
even the entire GSC (i.e, increasing capital outlays) and loss
of energy/income produced by RES. The prevention of the
aforementioned effects leads to the development and applica-
tion of sensor Fault Detection Isolation and Accommodation
(FDIA) techniques.

Most of the literature on fault diagnosis in power electronics
converters focuses on actuator faults [8]], [9]. Specifically, in
[8], a model-based fault detection and localization method is
proposed considering only open-circuit semiconductor failures
while in [9], an artificial neural network method is proposed
for detecting and localizing short- and open- circuit actuator
faults. Several works of the same group, [[10]-[12], deployed
model-free methodologies in order to diagnose open-circuited
faults in inverters and unbalanced faults in rectifiers. All the
above-mentioned works consider healthy sensors.

However, sensor failures are highly possible and can damage
the converters. Despite that, limited attention was so far given
on sensor faults. Two model-based current sensor fault detec-
tion schemes for doubly-fed induction generators are proposed
in [13], [[14]], based on parity equations and on observers, re-
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Fig. 1. Structure of an interconnected GSC along with its controller
and the proposed current sensor FDIA scheme.



spectively. Recently, it has been proposed a model-based fault
diagnosis approach. This approach can be applied to several
types of faults, including sensor faults (i.e., voltage and current
sensor faults) on the DC-side of a PV application [[15]]. This ap-
proach focuses only on the DC-DC boost converter. It is worth
mentioning that the accommodation of sensor faults is not
addressed in [13[]-[[15]. A sensor fault accommodation method
for GSC, is presented in [[16] in which the detection is based
on a prediction algorithm. In this case the accommodation of a
sensor fault relies on the physical redundancy of a three-wire
interconnection (Using Y pe(q.p,c} i% = 0 of Kirchhoff’s Current
Law) and unfortunately this method cannot consider multiple
sensor faults. Further, such accommodation technique can not
directly be applied on a single phase GSCs (i.e., for residential
RES), since the physical redundancy does not exists in these
systems. In the previous-mentioned works, the performance
of the fault diagnosis schemes is not examined under grid
short-circuit events, highly harmonic distortion conditions, and
abrupt changes in operating power set-points which may affect
the robustness of a fault diagnosis methodology.

The contribution of this paper is the development of a
model-based FDIA methodology on the controller of a three-
phase GSC, which in real-time, can detect, isolate, and accom-
modate single and multiple current sensor faults. The proposed
current sensor fault detection method relies on analytical re-
dundancy relations based on residuals and adaptive thresholds.
Residuals describe discrepancies between the process and the
model, while thresholds are bounds on the residuals, designed
for the fault-free case, taking into account modeling uncer-
tainties and unknown disturbances [17]], [18]]. In addition, the
proposed detection and isolation scheme has been enhanced
in a way to achieve a proper operation under any possible
operating scenarios for the GSC (i.e., balanced and unbalanced
grid faults, highly harmonic distortion conditions, and abrupt
variations of the power injection). Further, an accommoda-
tion methodology has been developed according to adaptive
estimation scheme, which enables the proper operation of the
GSC even under multiple sensor faults. It is notable that under
single sensor faults, for the accommodation method there is
an opportunity of choosing between the adaptive estimation
scheme and the physical redundancy is constrained on the
three-wire interconnection of the GSC. The proposed FDIA
has been developed and applied on a modern GSC for inter-
connecting RES, which can operate properly under any grid
condition, as required by the grid regulations. The simulation
and experimental results demonstrate that the developed FDIA
scheme can properly detect, isolate and accommodate faults
on any current sensors. The proposed FDIA scheme ensures
a proper operation of the GSC under sensor faults, which can
increase the reliability of the GSC and can extend the lifetime
of the entire RES.

This paper is organized as follows. In Section [IIf the prob-
lem is formulated, where the dynamic equations of the GSC
and sensor fault configuration are presented in discrete time.
In Section [[T]] the proposed FDIA scheme is designed. Finally,
the developed FDIA scheme is validated with simulation and
experimental results in Section while the paper concludes
in Section [Vl

II. PROBLEM FORMULATION

The aim of this paper is to propose a current sensor FDIA
scheme that can be applied on a real-time GSC, which is
responsible for the interconnection of RES. The FDIA scheme
enables the proper operation of the GSC under current sensor
faults by avoiding undesired failures that can cause serious
damages to the GSC. Since the FDIA scheme is model-based,
it is necessary to describe the entire system according to the
corresponding electrical dynamic equations in discrete time.

According to Fig.[I] an interconnected GSC system consists
of: (i) the GSC which is the actuator, (ii) the LC filter which
is the plant, (iii) the power grid which can be considered as an
uncontrollable measured input to the system, (iv) three voltage
sensors for measuring the grid voltages v} of each phase p
at the Point of Common Coupling (PCC), (v) three current
sensors for measuring the line current 7 of each phase p, and
(vi) the GSC controller for regulating the overall operation of
the system. The closed-loop GSC controller is responsible for
generating the corresponding vf,re 2 that will be fed into the

GSC through a hardware Pulse Width Modulation (PWM) in
order to regulate the output voltage of the converter v2.

The first-order linear discrete differential equation that de-
termines the injected line currents of each phase i (k +1) is
given by,

i (k+1) =Ail (k) + BAVP(k), (1)

where k is the discrete time step, p € P = {a,b,c} where
the set P depicts the phases of the three-phase system, and
AVP(k) is defined by the difference between the converter
voltage (vF(k)) and the grid voltage (v7(k)) as,

AVP(k) =vg (k) = vg (k). 2

vP is the p-phase converter voltage with the neutral-point (n)
(see Fig. [T) as a reference and is given as,

ve (k) =vio (k) + von (k), 3)

where v?, is the p-phase voltage of the converter with the
DC-link mid-point (o) as a reference, which can be directly
regulated by the controller output vf’r . f(k) as shown in H
and v, is the voltage difference between the DC-link mid-
point (o) and the neutral-point (n) as given in (3, where both
are defined as follows:

o8, (k+ 1) =G o, (k) + Ho?, (k). @)
1
von (k) =% 3 v (k). 5)
3.5

The plant parameters A and B of (1) are defined according
to the resistance (f2.y) and inductance (L.y) parameters of the
LC filter, the location of voltage and current sensors, and the
sampling period T of the controller as follows,

Lc f- Rc f Te Ts

A= el s g 28 6
s ) Tos (6)

Further, for the actuator parameters G and H consider that the



response of the actuator presents 1.5 samples delay, such as,

1 2
G=-, H=-. @)

3 3
For designing the model-based FDIA scheme, it is conve-
nient to convert the dynamic equations of the system (I)-(7)

in the following discrete-time state space form:

zp(k+1)=(A+AA) z,(k) + (B+AB) v,(k) (8)
- (B+AB) dp(k) + hy (2, (k)),
vp(k+1) =G oy (k) + Hup(k), ©)

where x, = i is the state, u, = vfﬁe s is the GSC controller
output, v, = v? is the GSC converter output (control input to
the plant), and d;, = v} is the uncontrollable (measured) input
to the plant, which constitutes the grid voltage as represented
in Fig. 2] AA, AB represent the parametric uncertainty due
to manufacturing tolerance of the filter parameters (i.e., re-
sistance, inductance) and h,(x,) depicts the modeling uncer-
tainty due to the current and voltage high-order harmonics and
discretization error. Current and voltage sensors are installed
in the GSC structure in order to provide sensing information
to the GSC controller as it is presented in Fig. [T] and Fig.
The current and voltage sensors are configured as,

yh (k) =z, (k) +nl (k) + Bk - K]) fi(k), (10
ya(k) =dy (k) +n(k), (11)

where y; is the current GSC measurements, yg is the grid
voltage measurements, n; and ng represent the noise cor-
rupting the measurements of x, and d,, respectively, and
B(k-K) ) Iy '(k) is the additive fault affecting the sensor mea-
surements of the current at the GSC. The term ]” represents
the fault magnitude and B(k - K ) is the time proﬁle of the
sensor fault such as,

B(k—Kg)=1—exp(—pp(k:—K1{))7

where Kz-f is the time of fault occurrence and p, is the
evolution rate of the fault, which for abrupt sensor faults
pp = oo [19].

(12)

III. METHODOLOGY

This section presents the main design guidelines of the pro-
posed FDIA scheme for the GSC. The methodology relies on a
model-based adaptive state estimation scheme. The detection
of currents sensor faults is achieved by the development of
analytical redundancy relations (ARRs), one for each phase.
Each ARR is constructed by the output residual and the
adaptive threshold. The violation of ARRs detects the current
sensor fault occurrence. Based on the ARRs, an isolation
decision logic is introduced in order to determine which
phase\s is\are affected and also is responsible to distinguish
between sensor faults and grid faults. After the isolation of a
current fault, an adaptive estimation scheme is activated for
sensor fault estimation. Thus, the estimation of the sensor
fault is employed in the accommodation scheme, aiming to
compensate the effects of faults in current sensors. It is noted
that the proposed FDIA scheme has been designed to consider
only additive sensor faults.
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Fig. 2. Schematic representation of the entire system (i.e., actuator,
plant, sensors, GSC controller and current sensor FDIA scheme).

A. Current residual generation

In order to detect the presence of current sensor faults,
current residuals are constructed based on the knowledge of
the system (i.e., sensor measurements) and the model (i.e.,
estimation of inverter’s line currents). The estimation of the
line currents is obtained by the following linear adaptive state
estimation scheme of the p phase, Vp € P which is presented
as follows,

p(k+1) =Ad,(k) + Buy(k) - Bya(k)
+ A (yp (k) = (k) = fi(F))

Q (k) (F(k+1) = f(K)),  (13)
Qp(k+1)=(A=-\) Qp(k) - X, (14)

. A Q,(k)+1 ;
k) - A0 =S [, ). as)
with 2,(0) =0 and Q,(kp) = 0 where kp denotes the time

step in which a sensor fault is detected and isolated. Further,
2 is the estimation of the state x), )\; is the observer gain
and it is selected according to |A - )\;| <1 in order to satisfy
the stability criterion for discrete-time dynamic systems [20],
, is a filtering term [21]] to ensure the stabilit roperty of
the adaptive estimation scheme (see Appendix fl is the
estimation of the sensor fault f;, which is activated when a fault
is detected at kp (with fi(kp) = 0), 7, is the learning rate
of the adaptive law denoted in and £ is a design constant
of the normalized gradient algorithm [22]. The output residual
6;}), Vp e P is defined as

ey, (k) =y, (k) = &, (k) - f,.
Hence, the state estimation error denoted by €z, 18 defined as

ey, (k) =2y (k) =2, (k).

(16)

a7



Note that, the dead zone operator denoted by Z,[.] and used
in is defined in in Section [III-C

B. Computation of adaptive threshold

Assumption 1: The parametric uncertainties AA, AB and
modeling uncertainty h,(x,) are uniformly bounded V% such
as [AA| < AA, |AB| < AB, |hy(zp(k))| < hy, for all p e P,
where AA, AB and Ep are known constant bounds.

Assumption 2: The noise nj(k), ng(k) corrupting sensor
measurements of y;, yg, are uniformly bounded Vk such as
[nt (k)| < m} and |ni (k)| < mg, for all p € P, where 7, and
n, are known constant bounds.

P

Note that the constant bounds AA, AB and ﬁ;, ﬁz are
selected based on the manufacturing tolerances of the LC filter
and current and voltage sensors, respectively. The constant
bound h, represents the maximum bound on the effect of
discretization error and high-order voltage and current har-
monics. The values of all the above design parameters are
given analytically in Table [T}

The analytical redundancy relation (ARR) &,, for each p €
‘P, is constructed under healthy conditions (i.e., f; = 0) as
follows,

& ey, (W) <&, (F), (18)
where &

o is the adaptive threshold and szp can be analytically
obtained by using such as

ey, (k+1) =(A=-N,) e, (k) +AAx,(k)
+AB (vp(k) - dp(k)) + B
+ by (2 (k) = A mi (k) +ni (k).

It is worth mentioning that the solution of (I9) can be
numerically obtained as follows:

19)

k-1
i ik i i
ey, (B) =(A=X)) el (0)+ > (A-A))
§=0
+AB (0,(4) ~ dy(5)) + By ()
+hp(2p(5)) = Ap 1y, (9)) + 1, (K).
Hence, by applying the inequality of (I8 on the residual of
(20) and after some mathematical manipulations the adaptive

threshold ELP, Vp e P is obtained as

k-1-j

(AAz,(4)

(20)

k-1 k-1

y e ol ol

gy, =QpTp + Zg)ap YIAA G, (5)] + Z%ap ! TAAE, (4)
= =

k-1 o
+ 3y AB(|up () -y ()] + 1)

ESI
- o

- k-1
+ > af (N RL + hy) + > ol BRl + 7w, (21)
§=0 §=0

where |A—)\£| <y <1 and |dy (k)| < |yg(k;)| +ﬁ; since
the sensor measurements of are not affected by faults.
Further, the E;p is obtained as

g, (k) =ei(k) + Y b ' TAAE, (j) (22)
Jj=0

where

k-1 o
er(k) =abm, + Y ol TAAE, ()] (23)
§=0

k-1 o
+ 3 b TAB(|o(5) - yp (4)] + )

- o

- k-1
+ S kI + Y ki B
7=0 7=0

> S

C. Current sensor fault detection and isolation logic

The detection is adequate to directly isolate the sensor faults
(i.e., determine in which phase the fault occurred), since the
&, ARR developed in (I8) can be only affected by the sensor
measurement y;, of the corresponding phase. Since yg appears
in the adaptive threshold of 1), it is important to note that the
isolation logic assumes that the voltage sensor measurements
of will be healthy in order to avoid any false alarms.

In general a sensor fault is detected when the residual
violates the corresponding adaptive threshold (i.e., szp (k)| >
gy, (k)). However, when an abrupt grid fault occurs (i.e., short
circuit event in the power grid) it is highly possible that the
proposed FDIA scheme will be affected resulting in a false
sensor fault alarm. Therefore, there is a need to distinguish
between a grid fault and a sensor fault. In order to distinguish
the grid faults, the FDIA scheme is enhanced with a Grid
Fault Classification Unit (GFCU), as has been proposed in
[23]. The GFCU uses the synchronization signals that are
estimated in real-time by an advanced phase-locked loop based
synchronization method in order to detect a grid fault and
further, to classify the fault in seven different categories (i.e.,
Type A-G as determined in [24]). The response time of the
GFCU is less than 5 ms and thus it can be considered for the
real-time grid fault detection. Therefore, a boolean decision
signal G is constructed according to the GFCU output such
that G ¢ = 0 under normal grid operation conditions and Gy = 1
when a grid fault occurs. As a conclusion, for each time step
k the is executed in order to isolate the sensor
faults (i.e., distinguish between sensor faults and grid faults).
Note that the isolation decision signal D, is also initialized in
0, such that D,(0) < 0.

Algorithm 1 Isolation Decision Logic of phase p
if (|e;, (k)| > &, (k) AND Gy (k) ==0) OR Ak, > Ak,
Dy, <1

elseif (ley, (k)| <&, (k) OR Ak, < Ak,) AND Gy (k) == 1

<0

RN

p

In|Algorithm 1} Ak, is defined as Ak, = k—kp, where kp

denotes the time step in which the isolation decision signal
D, (kp) is set to 1 for the last time. The isolation decision
signal D,, is set to one (i.e., D, «< 1), when the ARR in (13)
is violated and there is no grid fault according to GFCU (i.e.,
G y==0). The isolation decision signal D,, can only be reset to
zero (i.e., D, < 0), when a grid fault is detected (i.e., Gy==1)
by the GFCU and the ARR in are violated simultaneously
or within a time less than the response time of the GFCU (i.e.,
5 ms that corresponds to ﬂp samples).



A dead-zone operator Z,, is implemented in order to activate
the adaptive law in (I5)) and it is defined as,

ZACAGIE { €, 0@, D, -1

D=0 (24)

D. Current sensor fault accommodation

In the presence of additive sensor faults the following virtual
sensor scheme is introduced to accommodate them. Each
virtual sensor signal y;:, Vp € P will be fed to the GSC
controller in order to compensate the effect of the current
sensor fault. In case of a single sensor fault, y:: can be
generated either according to physical redundancy of the three
wire GSC interconnection (e.g., for a current sensor fault in
phase a then y’ (k) = —yi(k) - y.(k)), or according to the
estimation of the fault as given by,

uh (k) =yo (k) = 2, [ fi(k)],

where the dead-zone operator is illustrated in (24). In case
of multiple current sensor faults, the physical redundancy
cannot be used in the accommodation process and thus, the
accommodation is achieved only by the estimation of the fault

according to (23).

(25)

E. Design Guidelines for the FDIA scheme

The necessary steps through the design process of the
proposed FDIA scheme are:

1) Adaptive state estimator design: As a first step for each
phase, the adaptive state estimation scheme presented in
(T3)-(T3) has to be designed. The design parameters %,
vp and &, are selected such that to succeed the necessary
performance of the scheme, while they need to satisfy the
following criteria: |A - )\;| <1, 9, >0, -1<£<0.

2) Residual generation: The current residual has to be im-
plemented according to (T6).

3) Adaptive threshold: The adaptive threshold of needs
to be constructed using the following stability criterion:
|[A-N]<a,<1.

4) Isolation Decision Logic: The isolation decision logic
presented in [Algorithm 1} needs to be implemented in
order to exclude false alarms when grid faults occur.

5) Virtual current sensor: For accommodation purposes, the
virtual current sensor signal of (23), needs to be devel-
oped, and provided to the GSC controller.

IV. SIMULATION AND EXPERIMENTAL RESULTS
A. Description of the system

In this section, simulation results are presented to show
the effectiveness of the proposed FDIA methodology that
is applied on a 1.8-kW three-phase GSC. For this purpose,
a dynamic discrete model of an advanced GSC that can
operate under any grid condition has been developed in
MATLAB/Simulink according to the structure presented in
Fig.[I] The GSC for interconnecting RES is actually a typical
three-phase two-level PWM voltage source converter based on
six switching Insulated-Gate Bipolar Transistors (IGBTs). The
GSC injects high quality currents into the grid through an LC

TABLE I
DESIGN PARAMETERS OF THE SYSTEM

Module
GSC nominal values

Design Parameters
Prated =1.8 kW,
VLL-rated = 230 V,
fnominal =50 Hz, V4. =500 V.
Loy = 7.6 mH, Roy = 0.19 Q
Ria=Rypyv/[3=110Q,
CfA = ny/?) =5.95 uF
fs = 7- = 3450 Hz.
fPWM = 3450 Hz.
K, =92,T7 =0.000235
wy =33.31 radls.
K, =143 K; = 2185
K1 =200, Kpos = Kpes = 100,
Kyr = Kyer = 100.
Al'=0.05,7, =0.58
£=-0.3,7,=TA,
Vsensor—rated = 400 'V
AA=0.1A,AB=0.1B
7;, = 0.008Z,, hy, = 0.05T,
ﬁg = 0~01\/§'Usensor—rated

LC filter

Sampling Frequency
PWM frequency
DNa/-PLL

Current Controller

FDIA scheme

filter. The LC filter is designed according to the methodology
proposed in [25] to eliminate high-order harmonics caused by
the high switching frequency. The GSC controller is imple-
mented in the synchronous reference frame (dg-frame) using
Proportional-Integral (PI) controllers and includes a synchro-
nization method, a current controller, and a PQ) controller. The
sampling frequency (fs) and the switching PWM frequency
(fpw ) are both set to 3450 kHz. The synchronization of
the GSC controller is achieved by an advanced phase-locked
loop based algorithm, named DNa/3-PLL as proposed in [3]],
that tracks accurately and fast the voltage phase angle under
any grid conditions (i.e., harmonic distortion, grid fault). The
current controller [3]] ensures the high quality current injection
under normal and abnormal (i.e., unbalanced low voltage grid
faults) operation. An advanced P() controller that enables
the proper operation of the GSC even under grid faults has
been designed according to [3]], [23]], [26]. The PQ controller
can provide support to the grid under short circuit events in
order to enhance the stability of the power system under high
penetration of RES. Moreover, the P() controller can regulate
the active power (P) injection by maximizing the produced
energy of RES, based on the DC-link voltage controller and
the Maximum Power Point Tracking (MPPT) controller. The
reactive power () is regulated according to the -profile
controller in order to improve the voltage stability of the grid.
It should be noted that the accuracy of the developed GSC
model has been validated according to experimental results in
previous works [3]], [23]], [26]] and thus, the simulation model
can be trusted for validating the proposed FDIA scheme. All
the design and tuning parameters of the dynamic GSC model
are presented in Table [I}



40% step Grid voltage '+3A additive
GSC change in harmonic ~ faultin Current
starts powerinjection  distortion Sensor of phase 4
| Y i A Y Y _
0.1 0.15 0.2 0.25 03
1(s)
Unbalanced -5A4 and +64 additive faults
Grid fault  Grid fault in Current Sensor of phase
occurs restoration B and C, respectively
_ / / A .
B |
0.35 0.4 0.45 0.5
1(s)

Fig. 3. Time schedule of the case study simulation scenario.

B. Simulation Results

This case study investigates the performance of the proposed
FDIA scheme under several grid conditions and under different
single sensor faults. The time schedule that has been followed
in this simulation scenario is presented analytically in Fig.
[l Specifically, in order to examine the robustness of the
proposed FDIA scheme, an abrupt 40% step change of the
power injection is introduced at ¢ = 0.2 s (i.e., the injected
power changes from 40% to 80% of the rated power), followed
by the injection of harmonic distortion on the grid voltage
(e.g., 3% of fifth and 2% of seventh harmonics) at ¢t = 0.25 s,
and an unbalanced low-voltage grid fault (e.g., two phases to
ground short circuit fault) at ¢ = 0.4 s. Different additive abrupt
(i.e., pp = oo, Vp € P) current sensor faults occur at ¢t = 0.3
s and t = 0.45 s, with a single sensor fault with magnitude
fi =3 A in phase a, and simultaneous current sensor faults
f{=-b A in phase b, f! =6 A in phase c, respectively.

The detection and isolation process of the FDIA scheme is
presented in Fig. ] where the absolute value of the output
residual |€§/p , and the adaptive threshold &, , Vp ¢ P =
{a,b,c} are presented. Moreover, Fig. 4] presents the isolation
decision signal D,, (green dashed line) and the operation of the
GFCU indicated by G (last graph). Fig. [5| presents the effec-
tiveness of the proposed current sensor FDIA scheme, where
the responses of the actual line currents z,, Vp € P = {a,b,c}
with FDIA scheme (blue solid line) and without the FDIA
scheme (red dashed line) are illustrated.

Analytically, in Fig. f[a), it can be seen that the sensor fault
in phase a that occurs at ¢ = 0.3 s, causes the violation of the
adaptive threshold E;a by the corresponding absolute value of
the residual |5;a| and as a result the isolation decision logic D,
turns from O into 1, indicating that a sensor fault is detected
and isolated in phase a. Accordingly, in phase b and phase ¢
as it is shown in Fig. f{b) and Fig. f{c), at ¢ = 0.45 s, the
simultaneous current sensor faults f; = -5 A and f; = 6 are
properly detected and isolated. It is worth mentioning that in
Fig. Elkb) at ¢ = 0.35 s two sensor faults are detected (i.e.,
false alarm) by the ARRs &, and &, but afterwords it are
ignored (i.e., Dy, D, set from 1 to 0) since the GFCU also
detects a grid fault simultaneously (i.e., Gy=1) as it is shown

is Fig. [f(d). Generally, Fig. f[a){(c) show that the detection
is not affected either by the abrupt 40 % step change of the
power injection at ¢ = 0.2 s, or by the harmonic distortion
affect the grid voltage at ¢t = 0.25 s, since any of the &,,
Vp € P = {a,b,c}, are not violated. It is very important to
indicate that the response of previous works in the literature
about FDIA has only been tested under ideal grid conditions
and thus, the FDIA effectiveness cannot be guaranteed under
any grid operating conditions. A significant contribution of this
paper is that the proposed FDIA scheme is tested under several
normal and abnormal conditions and therefore, the response
of the FDIA is tested under more realistic scenarios.

The beneficial effect of the proposed FDIA scheme on the
GSC operation is demonstrated in Fig. [5] for the aforemen-
tioned sensor fault scenario. Particularly, in Fig. Eka)-(c), the
actual line currents x,, xp, . are presented for the case where
the FDIA scheme is not used (red dashed lines), and for the
case where the FDIA scheme is applied on the GSC controller
(blue solid lines). In case where the FDIA scheme is not
used, it is obvious that the actual line currents of the GSC
violate the converter current limits (green dashed line). Such
operation by the GSC can trip the protections of the GSC and
cause the disconnection of the entire RES) or even worse can
cause catastrophic failures to the GSC if the protections do
not operate properly. On the contrary, if the proposed FDIA
scheme is used, the method can in real-time detect and isolate
the fault in each phase and further, a proper accommodation
can be achieved since the sensor faults are fast and accurately
estimated by the f! VpeP = {a,b,c} as shown in Fig. d).
As a result, the sensor faults are properly accommodated and
the GSC can achieve an appropriate operation as shown by
the actual currents (blue solid lines) in Fig. [5(a)-(c).

An extensive investigation of the effectiveness of the pro-
posed FDIA scheme has been performed under several sce-
narios. The FDIA scheme has been tested under a variation
of the LC filter parameters within a range of +10%, under
grid frequency faults, under several grid voltage faults and
under several harmonic distortion conditions. In all cases, the
FDIA scheme achieves a proper operation without causing
false alarms. Further, the FDIA scheme has been tested under
several operating conditions of the GSC, and under several
sensor faults. It is worth mentioning that the proposed scheme
can properly operate when the GSC is injecting 5%-100% of
its rated power and when a current sensor fault occurs with
an additive offset of 5%-100% of the nominal current.

C. Experimental verification

In this section, the proposed FDIA scheme is verified
experimentally. In Fig. [6] a photo of the experimental setup
used to obtain the results showed in Fig. [/| is presented.
The following experimental setup of Fig. [6] is configured
according to: (i) a grid tied inverter (SEMIKRON Semiteach
B6U+E1C1F+B6CI), (ii) a DC power supply (EA-PS 9750-
20) for emulating the injected power by a renewable into
the DC-link, and (iii) a dSPACE (DS 1104) controller board
where the GSC controller and the proposed FDIA scheme
have been developed by using the MATLAB/Simulink Real
Time Interface. The sensors used for this setup are: (i) three



[ [ —
R i e R 1.
| 1 A
0
0.2 0.25 0.3 0.35 0.4 0.45 0.5 0.55 0.6
(b)
‘ o |
Y i bt 1 <
- i °
Autict 0
0.2 0.25 0.3 0.35 0.4 0.45 0.5 0.55 0.6
(c)
: =
A ettt et —1
| 41 A
0 helntanialh 0
0.1 0.15 0.2 0.25 0.3 0.35 0.4 0.45 0.5 0.55 0.6
(d)
i1 [ |
-
O
0 | | | | | | | | |
0.1 0.15 0.2 0.25 0.3 0.35 0.4 0.45 0.5 0.55 0.6

t(s)

Fig. 4. The detection and isolation process of the first case study (see Section . In (a)-(c), the absolute value of the residual |5;p| (blue

solid line) and the adaptive threshold s‘zp (red solid line) for each phase, p € P = {a, b, ¢} are presented. The green dashed line (right vertical
axis) indicates the isolation decision signal D,. In (d) the boolean decision signal G5 is presented, which shows the operation of the GFCU.
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Fig. 5. The effectiveness of the current sensor FDIA scheme in the first case study (see Section . In (a)-(c), the actual line current
Zp, for each phase p € P = {a,b, c}, of the GSC without the FDIA scheme (red dashed line) and with the FDIA scheme (blue solid line)
are presented. The green dashed line in (a)-(c), indicates the protection current limits of the GSC. In (d) the estimation of the sensor fault
magnitudes f,, Vp e P = {a,b,c} are presented.
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Fig. 6. The experimental setup. The proposed sensor FDIA scheme
is executed in real-time on the dSPACE controller board.

current sensors (i.e., LEM LTSR 6-NP), with upper noise
bound n; =0.008z,, and (ii) three voltage sensors (i.e., LEM
LV25-400) with upper noise bound ng = 0.01v2Vsensor—rated-
Fig.[7] shows the effectiveness of the proposed FDIA scheme,
under the occurrence of a single sensor fault in phase-a with
fi = 3 A. Analytically, in Fig. [7| the experimental results
for phase a, without and with the current sensor fault FDIA
scheme are presented. In Fig. [/(a) the actual line current
x4 of the GSC is presented, without accommodation (orange
solid line), and in Fig. E[b) the actual line current x, is
presented, with accommodation (orange solid line). The blue
dashed line indicates the fault-free current limits of the GSC.
In both graphs (Fig. Eka) and Fig. b)), the residual s‘fh (cyan
solid line) and the adaptive threshold (purple solid line) are
presented. Specifically, in Fig. a), can be observed that the
actual line current of GSC in phase a (x,), violates fault-
free current limits of the GSC, which means that in Fig. EKa),
where the FDIA scheme is implemented, the actual current
remains very close to the fault-free (pre-fault) operation. Note
that the sensor fault magnitude in the experimental results
is selected to be small in order to avoid reaching over-
current protection limits, which will enforce the system to
trip. However, besides the selection of a small sensor fault
magnitude, the proposed current sensor FDIA scheme detects,
isolates and accommodates it.

Further, it is important to note that the computational burden
of the method has also been investigated using Simulink’s
profile report and it is shown that the extra required processing
time for executing the proposed method is not prohibitive
(increased by 15.2%) for the development of the method in
real-time power electronic applications.
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Fig. 7. The effectiveness of the current sensor FDIA scheme in the
experimental study (see Section m In (a) the actual line current
zq of the GSC without accommodation (orange solid line), and in
(b) with accommodation (orange solid line) are presented. The blue
dashed line indicates the over-current protection limits of the GSC.
In both graphs ((a) and (b)), the residual €, (cyan solid line) and
the adaptive threshold (purple solid line) are presented.

V. CONCLUSION

This work proposes a robust current sensor FDIA scheme
for the GSC of RES. The method relies on analytical redun-
dancy relations (i.e., the generation of residuals and adaptive
thresholds for each phase of the grid side converter). An
isolation decision logic has been developed which takes into
consideration of the analytical redundancy relations and the
operating condition of a fault classification unit in order
to distinguish between current sensor faults and grid faults.
Once a current sensor fault is isolated, an accommodation



scheme compensate the effects of the current sensor fault.
As a result, the GSC can keep its proper operation without
risking the reliability of the converter and without causing the
disconnection of the entire RES. Further, an investigation of
the effectiveness of the proposed scheme has been performed
for all possible operating conditions of the GSC and under
any possible grid condition. Beside the simulations results that
validate the performance of the proposed methodology, it has
been also tested in a real experimental setup.

APPENDIX A
STABILITY ANALYSIS OF ADAPTIVE ESTIMATION SCHEME

The stability analysis of the proposed adaptive estimation
scheme developed in (T3)-(T13) under faulty conditions (i.e.,
f; # 0) is provided below.

Theorem 1: Under the Assumptions 1-2, the stability prop-
erty of the adaptive estimation scheme shown in (13)-(T3)
is guaranteed, if e;p € Lo and f; € Lo implies that
limg o efvp(k) =0 and limy_ oo f;,(k:) = 0, where ¢, is the
state estimation error obtained in (I3) and f; is the sensor
fault estimation error, which is defined as fi = fi - fi.

Proof: Under a single sensor fault and without considering
modeling uncertainties (i.e., AA =0, AB =0, hy(zp,) = 0)
and sensor noise, the dynamics of ¢, are given by,

ep (k+1) =zy(k+1) - 2p(k+1) (26)
=(A-\))es, (k) = Ay fa(k)
- Q(k)(fi(k+ 1) = fi(k)). @7

Subtracting €, (k) in both sides of (I4) and rearranging it,

—)\; can be expressed as,
A= (k+ 1) = (k) - (A= M -1)Q, (k). (28)

Since, f}(k+1) = fi(k) (i.e., constant fault magnitude at the
steady state) we can conclude that,

filk+1) = fi(k) = =(fi(k +1) = fi(k)).

By replacing —A; on (27)), the dynamics of the state estimation
error are given as,

ea, (k1) —eg (k) =(A =X, = 1) (&5, (k) = (k) f, (k)
+ (K +1) = Qp(K)) ()
= (R (f(k+1) = fo(k)).

By letting ¢, (k) = ¢} (k) - (k) fi(k), @9) can be ex-
pressed as,

(29)

el (k+1)=(A-\)el (k) (30)
where A, is chosen to satisfy (A-X) < 1 such that
limg e el (k), and as a result limg o, (k) = 0 and

limy e f2 (k) = 0.
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